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WHITE PAPER

Ransomware Incident
Response Playbook

A Step-by-Step Guide to
Responding to Ransomware
Attacks
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Disclaimer

Nothing contained in this document or relayed verbally will //,
be deemed to amend, modify or supersede the I
Enterprotect Terms of Service or any other terms and /
conditions of any written agreement between the reader or «
reader's company and Enterprotect, or Enterprotect’s M'.
subsidiaries or affiliates. Enterprotect does not make any \‘
promises or guarantees that any of the methods or

suggestions described in this document will provide 100% \
protection against cybercrime, cyberattacks, disaster or
similar incident. This document is not intended as legal \
advice nor should you consider it as such. The reader | Y
exclusively assumes all risk of utilizing or not utilizing any \\\\\\\ \ ik
guidance described in this document. W
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INntroduction

Ransomware is a type of cyber attack that
involves malware that encrypts a user's data and
systems, making it inaccessible until a ransom is
paid. This type of attack is a growing concern for
businesses, governments, and organizations
worldwide. Not only can it result in a loss of
access to vital data and systems, but it can also
disrupt operations, harm reputations, and lead to
financial loss. The frequency and severity of
ronsomware attacks are on the rise, as attackers
continue to evolve their tactics and target more
sophisticated organizations. In addition,
organizations with limited cybersecurity
resources and investment are particularly
vulnerable to these attacks.

Ransomware attackers are increasingly using
more covert tactics, such as gaining access to
an organization's infrastructure and
communications systems to identify critical data
and systems before deploying the malware. They
also monitor the organization's recovery efforts to
further infiltrate networks and devices.

This Ransomware Incident Response Playbook is
a vital tool for organizations to have in their
arsenal to respond to ransomware attacks. As
the threat of ransomware continues to evolve
and become more sophisticated, it is crucial for
organizations to have a comprehensive plan in
place to respond to these attacks. The playbook
provides a step-by-step approach to identifying,
containing, eradicating, recovering from, and
learning from a ransomware attack. It also
includes guidance on how to communicate with
stakeholders and comply with any state-specific
reporting requirements and regulatory
compliance breach notification. With the
increasing number and severity of ransomware
attacks, it is more important than ever for
organizations to take proactive measures to
protect themselves. This playbook serves as a
valuable resource for organizations to utilize in
their efforts to prevent and respond to
ransomware attacks.
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ldentification

The purpose of this section is to ensure that a ransomware attack is identified and reported
as quickly as possible, enabling a prompt and effective response.

Establish monitoring systems to detect and alert on suspicious
activity.

To establish monitoring systems to detect and alert on suspicious activity, organizations
can implement several measures such as:

+ Implementing a security information and event management (SIEM) system that can
aggregate and analyze log data from various sources, such as network devices, servers,
and applications, to detect unusual or suspicious activity.

« Deploying intrusion detection and prevention systems (IDPS) to monitor network traffic
and detect malicious activity, such as attempted ransomware infections.

+ Implementing endpoint security solutions that can detect and prevent malware from
executing on systems and devices, as well as provide real-time monitoring of system
activity.

+ Regularly reviewing logs and security alerts from these systems to identify any potential
signs of a ransomware attack.

Train employees on how to recognize and report a ransomware
attack.

To train employees on how to recognize and report a ransomware attack, organizations
can implement several measures such as:

+ Providing regular training sessions for employees to help them understand what
ransomware is, how it spreads, and how it can affect the organization.

+ Emphasizing the importance of recognizing the signs of a ransomware attack, such as
unusual pop-ups, system lockouts, and encrypted files.

+ Encouraging employees to report any suspicious activity or incidents to the incident
response team or designated point of contact immediately.

© Copyright 2022 - Enterprotect Inc. 4
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+ Providing clear instructions on how to report a ransomware attack and the information
that needs to be provided.

« Creating a simulated phishing campaign to test employees’ ability to recognize
malicious emails and links, and providing feedback and additional training as needed.

+ Providing guidance on safe computing practices, such as avoiding clicking on links or
opening attachments from unknown or suspicious sources.

By training employees on how to recognize and report a ransomware attack, organizations
can help ensure that attacks are identified and reported quickly, allowing for a prompt and
effective response.

Regularly review logs and security alerts for signs of an attack

To regularly review logs and security alerts for signs of an attack, organizations can
implement several measures such as:

+ Setting up automated systems that can collect, aggregate and analyze log data from
various sources, such as network devices, servers, and applications.

+ Establishing a process for reviewing logs and security alerts on a regular basis, such as
daily or weekly.

+ Assign specific team members or teams to be responsible for reviewing logs and
security alerts.

+ Establishing a system for categorizing and prioritizing alerts, so that the most critical
alerts are dealt with first.

+ Having a incident response plan in place that outlines the steps to take when a
suspicious activity is detected.

+ Regularly testing and updating the incident response plan to ensure that it remains
effective.

+ Keeping an accurate record of the logs and alerts that are reviewed and any actions
taken as a result.

By regularly reviewing logs and security alerts, organizations can detect potential signs of a
ransomware attack, enabling them to respond quickly and minimize the impact of an
attack. This can be done by keeping an accurate record of the logs and alerts that are
reviewed, and any actions taken as a result.

© Copyright 2022 - Enterprotect Inc. 5
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Once an attack is detected, the incident response team should
be immediately notified and begin the incident response
process.

To notify the incident response team and begin the incident response process,
organizations can implement several measures such as:

+ Establishing clear lines of communication for reporting and responding to incidents,
including a designated point of contact for employees to report suspicious activity or
incidents.

+ Providing regular training for the incident response team on incident response
procedures and expectations.

+ Establishing a process for activating the incident response team, such as a designated
phone number or email address to contact in case of an emergency.

+ Having a incident response plan in place that outlines the steps to take when a
suspicious activity is detected, including who should be notified and when.

+ Regularly testing and updating the incident response plan to ensure that it remains
effective.

+ Keeping an accurate record of the actions taken during the incident response process,
including who was notified and when.

By notifying the incident response team and activating the incident response process
quickly, organizations can minimize the impact of a ransomware attack and increase the
chances of a successful resolution. This can be done by keeping an accurate record of the
actions taken during the incident response process, including who was notified and when.

Notify relevant stakeholders, such as IT, Legal, and
Communications teams, of the attack.

To notify relevant stakeholders, such as IT, Legal, and Communications teams, of the attack,
organizations can implement several measures such as:

+ Establishing clear lines of communication between the incident response team and
other relevant stakeholders, such as IT, Legal, and Communications teams.

+ Having an incident response plan in place that outlines the steps to take when a
suspicious activity is detected, including who should be notified and when.

+ Having a designated point of contact for each stakeholder team, such as an IT
manager, Legal Counsel, and Communications Director.

© Copyright 2022 - Enterprotect Inc. 6
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+ Providing regular training for the incident response team on incident response
procedures, including how to communicate with other stakeholders during an incident.

+ Keeping an accurate record of the actions taken during the incident response process,
including who was notified and when.

+ Establishing a protocol for commmunicating with external parties, such as customers,
partners, and the media, if necessary.

+ Notifying affected individuals and regulatory bodies as required by state-specific breach
notification laws and regulatory compliance.

By notifying relevant stakeholders quickly, organizations can ensure that the incident
response team has the necessary resources and support to effectively respond to the
attack. This can be done by keeping an accurate record of the actions taken during the
incident response process, including who was notified and when.

© Copyright 2022 - Enterprotect Inc. 7
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Containment

The purpose of this section is to contain the attack and prevent it from spreading to other
systems, limiting the scope and impact of the incident.

Isolate the infected systems to prevent further spread.

To isolate the infected systems to prevent further spread, organizations can implement
several measures such as:

+ Identifying the systems that have been affected by the ransomware attack.

+ Disconnecting the infected systems from the network, this can be done by physically
unplugging the cable or disabling the network interface on the infected systems.

+ Using endpoint protection and network segmentation to contain the attack, this can be
done by implementing firewalls, VLANs, and other network security features to prevent
the spread of the malware.

+ Using anti-malware software and endpoint protection to remove the ransomware.
« Stop any processes related to the attack.

+ Updating stakeholders, including management and executive leadership, on the
containment measures being taken.

+ Implementing network access control to prevent the infected systems from
communicating with other systems on the network.

By isolating the infected systems, organizations can prevent the malware from spreading to
other systems, limiting the scope and impact of the incident. This can be done by
implementing network access control to prevent the infected systems from
communicating with other systems on the network.

© Copyright 2022 - Enterprotect Inc. 8
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Fradication

The purpose of this section is to completely eradicate the ransomware and any associated
malware from the system, ensuring that the attack is fully resolved.

Remove the ransomware and any associated malware.

To remove the ransomware and any associated malware, organizations can implement
several measures such as:

* Running a full system scan on all infected systems using anti-malware software to
detect and remove the ransomware.

+ Using specialized ransomware removal tools, that are developed specifically to remove
certain types of ransomware, these tools are able to detect and remove the
ransomware and restore the encrypted files.

+ Restoring the affected files from from a backup that was taken prior to the attack, or by
using the roll-back feature in some endpoint protection software.

+ Isolating the infected systems to prevent the malware from spreading to other systems.

+ Updating anti-malware software and endpoint protection to ensure that the latest
definitions and protections are in place.

+ After the malware is removed, it is important to verify if all the files are restored and the
systems are functional.

+ Reviewing the systems and data to ensure that no other malware or malicious software
is present.

By removing the ransomware and associated malware, organizations can restore access
to their systems and data and prevent the malware from causing further damage.

Scan the entire system to ensure that the malware is fully
removed.

To scan the entire system to ensure that the malware is fully removed, organizations can
implement several measures such as:

* Running a full system scan on all infected systems using anti-malware software to
detect and remove any remaining malware.

© Copyright 2022 - Enterprotect Inc. 9
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+ Using specialized malware removal tools that are designed to detect and remove
specific types of malware.

+ Reviewing the system logs, network traffic, and other system data to ensure that there
are no signs of ongoing malicious activity.

« Conducting vulnerability assessments to identify any vulnerabilities that may have been
exploited by the malware, and implementing patches or other mitigation measures to
address them.

+ Using forensic tools to analyze the systems, data and network to understand the
malware and identify the source of the attack.

+ Performing a full system restore on the infected systems, this can be done by using a
known-good image of the system that was taken prior to the attack.

* Re-running the scans multiple times to ensure that the malware is fully removed.

By scanning the entire system to ensure that the malware is fully removed, organizations
can prevent the malware from causing further damage or being reactivated.

Update stakeholders on the progress of eradication efforts.

To update stakeholders on the progress of eradication efforts, organizations can
implement several measures such as:

+  Communicating regularly with stakeholders through emails, phone calls, or meetings.

+ Providing regular updates on the status of the incident, including what actions are being
taken to remove the malware and restore access to systems and data.

+ Estimating the time frame for completion of the eradication efforts and updating
stakeholders on the progress.

+ Keeping stakeholders informed of any significant developments or changes in the
situation.

+ Providing stakeholders with clear and concise information that is easy to understand.

+ Ensuring that stakeholders have access to the necessary information to make informed
decisions.

+ Being transparent and honest with stakeholders about the incident and its impact.

By updating stakeholders on the progress of eradication efforts, organizations can help
keep them informed and engaged throughout the incident response process, increasing
the chances of a successful resolution.

© Copyright 2022 - Enterprotect Inc. 10
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Recovery

The purpose of this section is to recover and restore the system to its pre-attack state,
allowing the organization to return to normal operations.

Bring systems and services back online.

To bring systems and services back onling, organizations can implement several measures
such as:

+  Determining which systems and services are safe to be brought back online by
reviewing the information gathered during the incident response process.

« Testing the systems and services to ensure that they are fully functional and that there is
No remaining malware present.

« Prioritizing the systems and services based on their importance to the organization's
operations and the level of impact on their customers.

+ Implementing a phased approach for bringing systems and services back online,
starting with the least critical systems and services and gradually moving to the more
critical systems and services.

« Coordinating with other teams and departments, such as IT and communications, to
ensure that systems and services are brought back online in a coordinated and efficient
manner.

+ Documenting the steps taken to bring systems and services back online and the
timelines of when they are brought back.

By bringing systems and services back online in a coordinated and efficient manner,
organizations can minimize the impact of the incident and restore normal operations as
quickly as possible.

Test systems to ensure they are fully functional.

To test systems to ensure they are fully functional, organizations can implement several
measures such as:

* Running a series of tests to check the system's performance and functionality, this can
e done by using automated testing tools or manual testing procedures.

© Copyright 2022 - Enterprotect Inc. n
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« Testing the system's ability to access and process data, as well as its ability to
communicate with other systems and networks.

« Testing the system's ability to handle normal workloads and traffic.
+ Verifying that all the necessary configurations and settings are in place.

* Running penetration testing to ensure that the systems are secure and no vulnerabilities
are present.

« Verifying that all the necessary applications and software are installed and fully
functional.

+ Keeping a record of the test results and any issues that were identified and resolved.

By testing systems to ensure they are fully functional, organizations can ensure that their
systems are working properly and can operate effectively, which will help to minimize the
impact of the incident and restore normal operations as quickly as possible.

Reinstall any necessary applications and configurations.

To reinstall any necessary applications and configurations, organizations can implement
several measures such as:

+ Using known-good images of the systems or configurations that were taken prior to the
attack.

+ Reinstalling the operating system, applications, and any other necessary software.
+ Reconfiguring any configurations and settings that were in place prior to the attack.

+ Testing the systems and services to ensure that they are fully functional and that there is
No remaining malware present.

+ Keeping a record of the steps taken to reinstall the applications and configurations and
the timelines of when they are reinstalled.

« Coordinating with other teams and departments, such as IT and communications, to
ensure that applications and configurations are reinstalled in a coordinated and
efficient manner.

* Reviewing the systems and configurations to ensure that they are in compliance with
any regulatory requirements, internal policies, and industry standards.

By reinstalling any necessary applications and configurations, organizations can ensure
that their systems are properly configured and that they have the necessary software and
applications to operate effectively.

© Copyright 2022 - Enterprotect Inc. 12




@ ENTERPROTECT

Use the backups made to restore the data that was encrypted

To restore data that was encrypted by a ransomware attack, organizations can implement
several measures such as:

+ Using backups made prior to the attack to restore the data that was encrypted.

+ Restoring the data from offline backups, such as tapes or other removable media, to
ensure that the backups have not been compromised by the malware.

+ Verifying the integrity of the backups to ensure that the data is complete and accurate.

+ Prioritizing the restoration of critical data and systems that are essential for the
organization's operations.

+ Coordinating with other teams and departments, such as IT and communications, to
ensure that the restoration of data is done in a coordinated and efficient manner.

+ Keeping a record of the steps taken to restore the data and the timelines of when the
data is restored.

+ Reviewing the systems and data to ensure that no other malware or malicious software
is present.

By using backups made prior to the attack to restore the data that was encrypted,
organizations can ensure that they have access to their data and can resume normal
operations as quickly as possible.

Notify stakeholders that recovery efforts are complete.

To notify stakeholders that recovery efforts are complete, organizations can implement
several measures such as:

+  Communicating with stakeholders through emails, phone calls, or meetings.

+ Providing a summary of the incident, including the steps taken to resolve it and the
outcome of the recovery efforts.

+ Indicating that systems and services are back online and that normal operations have
resumed.

+ Informing stakeholders of any follow-up actions that will be taken, such as reviewing the
incident and identifying areas for improvement.

+ Providing stakeholders with clear and concise information that is easy to understand.

Being transparent and honest with stakeholders about the incident and its impact. By
notifying stakeholders that recovery efforts are complete, organizations can help them
understand the outcome of the incident, and the actions that were taken to resolve it

© Copyright 2022 - Enterprotect Inc. 13
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Lessons Learned

The purpose of this section is to learn from the incident and improve the incident response
plan, ensuring that the organization is better prepared for future incidents.

Review the incident and identify areas for improvement

To review the incident and identify areas for improvement, organizations can implement
several measures such as:

+ Conducting a thorough review of the incident response process to identify any areas
where improvements can be made.

+ Analyzing the incident to determine how it occurred and how it could have been
prevented.

+ Identifying any vulnerabilities in the organization's systems, processes, or procedures that
were exploited by the attacker.

+ Identifying any gaps in the organization's incident response plan and making
recommendations for improvement.

« Evaluating the organization's incident response team and identifying any areas where
additional training or resources are needed.

+ Documenting the incident review process and the areas identified for improvement.
+  Communicating the results of the incident review to stakeholders and relevant teams.

+ Implementing improvements in a timely manner to reduce the risk of similar incidents
happening in the future.

By reviewing the incident and identifying areas for improvement, organizations can ensure
that they are better prepared to handle similar incidents in the future.

Update incident response plan and employee training materials

To update the incident response plan and employee training materials, organizations can
implement several measures such as:

+ Incorporating the lessons learned from the incident into the incident response plan and
employee training materials.

© Copyright 2022 - Enterprotect Inc. 14
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+ Reviewing the incident response plan to ensure that it is up-to-date and relevant to the
organization's current systems, processes, and procedures.

+ Identifying any gaps in the incident response plan and making recommendations for
improvement.

+ Updating the incident response plan and employee training materials to reflect any
changes in industry standards, regulations, and best practices.

+ Providing employees with updated training materials that reflect the latest threats and
vulnerabilities.

+ Regularly reviewing and updating incident response plan and employee training
materials to ensure they are up-to-date.

+  Communicating the updates to the incident response plan and employee training
materials to relevant teams and stakeholders.

By updating the incident response plan and employee training materials, organizations can
ensure that they are better prepared to handle similar incidents in the future.

Communicate the incident to stakeholders and document the
incident.

To communicate the incident to stakeholders and document the incident, organizations
can implement several measures such as:

+ Providing stakeholders with clear and concise information about the incident, including
its scope, impact, and resolution.

+ Documenting the incident in a timely and accurate manner, including details of the
incident, the steps taken to resolve it, and the outcome of the recovery efforts.

+ Keeping arecord of all the communications related to the incident, including emaiils,
phone calls, and meetings.

+ Providing stakeholders with regular updates on the incident and its resolution.

+  Communicating the incident to stakeholders in a manner that is consistent with the
organization’s policies and procedures.

+ Ensuring that stakeholders have access to the necessary information to make informed
decisions.

+ Being transparent and honest with stakeholders about the incident and its impact.

© Copyright 2022 - Enterprotect Inc. 15
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By communicating the incident to stakeholders and documenting the incident,
organizations can ensure that stakeholders are informed about the incident and its
resolution, and that they have access to the necessary information to make informed
decisions.

Identify any state-specific reporting requirements that must be
met, and any regulatory compliance breach notification that
must be provided.

To identify any state-specific reporting requirements that must be met and any regulatory

compliance breach notification that must be provided, organizations can implement
several measures such as:

+  Reviewing state-specific laws and regulations regarding data breaches and incident
reporting.

+ Identifying any reporting requirements that apply to the organization and the types of
data that were involved in the incident.

+ Identifying any regulatory compliance requirements that apply to the organization and
the types of data that were involved in the incident.

+ Determining the appropriate authorities and agencies to report the incident to.

+ Gathering the necessary information and documentation required to meet reporting
and notification reguirements.

« Submitting the required reports and notifications in a timely manner.
+ Keeping records of the reports and notifications that were submitted.

By identifying any state-specific reporting requirements that must be met, and any
regulatory compliance breach notification that must be provided, organizations can
ensure that they are compliant with relevant laws and regulations, and that they have
taken the necessary steps to notify the appropriate authorities and agencies in case of a
data breach.

© Copyright 2022 - Enterprotect Inc. 16
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Post-Incident Activity

The purpose of this section is to ensure that the organization is prepared for future
incidents by monitoring systems, reviewing the effectiveness of the incident response plan
and making necessary changes, providing employee training and reporting the incident to
the appropriate authorities.

Monitor systems for any further suspicious activity.

To monitor systems for any further suspicious activity, organizations can implement several
measures such as:

« Continuously monitoring the organization's systems, networks, and devices for unusual or
suspicious activity.

« Utilizing intrusion detection and prevention systems (IDPS) to detect and alert on
potential attacks.

+ Reviewing logs, security alerts, and network traffic for signs of an attack.
+ Investigating any alerts or suspicious activity to determine if it is related to the incident.
+ Keeping a record of any suspicious activity that is detected.

+  Communicating any suspicious activity to the incident response team and other
relevant stakeholders.

« Taking appropriate action to mitigate any further incidents or attacks.

By continuously monitoring systems for any further suspicious activity, organizations can
ensure that they are able to detect any potential incidents early and respond quickly to
mitigate any further damage.

Review the effectiveness of the incident response plan and
make necessary changes.

To review the effectiveness of the incident response plan and make necessary changes,
organizations can implement several measures such as:

© Copyright 2022 - Enterprotect Inc. 17
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+ Evaluating the incident response plan's performance during the incident.

+ Identifying any areas where the incident response plan was effective and areas that
need improvement.

+ Reviewing the incident response plan to ensure it is aligned with current industry
standards, best practices, and regulations.

+ Identifying any gaps in the incident response plan that need to be addressed.

+  Making necessary changes to the incident response plan to address identified gaps or
improve its effectiveness.

+  Communicating the changes made to the incident response plan to relevant teams
and stakeholders.

+ Testing the incident response plan to ensure that it is functional and effective in case of
future incidents.

By reviewing the effectiveness of the incident response plan and making necessary
changes, organizations can ensure that they have a robust incident response plan that
can effectively respond to future incidents.

Provide employees with refresher training on incident response
procedures.

To provide employees with refresher training on incident response procedures,
organizations can implement several measures such as:

+ Scheduling regular training sessions for employees on incident response procedures.

«  Providing employees with updated training materials that reflect the latest threats and
vulnerabilities.

+ Encouraging employees to ask questions and provide feedback on the incident
response procedures.

+ Offering training on new tools, technologies, and procedures that have been
implemented since the last training session.

+ Providing hands-on training and scenario-based exercises to help employees
understand how to respond to different types of incidents.

+ Keeping records of employee training sessions and progress.

+ Evaluating the effectiveness of the employee training by testing their knowledge on
incident response procedures.

© Copyright 2022 - Enterprotect Inc. 18
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By providing employees with refresher training on incident response procedures,
organizations can ensure that they have an informed and prepared workforce that can
effectively respond to incidents.

Report the incident to the appropriate authorities in accordance
with state, federal and regulatory reporting requirements.

Reporting the incident to the appropriate authorities in accordance with state, federal, and
industry reporting requirements is crucial for organizations that have experienced a
ransomware attack. By reporting the incident to the appropriate authorities, organizations
can:

+ Ensure compliance with relevant laws and regulations: Reporting the incident to the
appropriate authorities can help organizations ensure compliance with relevant state,
federal, and industry laws and regulations related to data breaches and incident
reporting.

+ Facilitate investigation and prosecution of the attackers: Reporting the incident to the
authorities can help facilitate investigations into the attack, and potentially lead to the
identification and prosecution of the attackers.

+ Help organizations to avoid penalties and fines: Organizations that do not report
incidents in accordance with state, federal, and industry requirements may be subject to
penalties and fines.

+ Improve incident response and recovery efforts: By working with authorities, organizations
can gain access to resources and expertise that can help them respond to and recover
from the incident more effectively.

+ Improve incident response plan and employee training: Getting feedback from the
authorities on incident response and recovery plans can help organizations improve
their incident response plans and employee training materials,

To report the incident to the appropriate authorities in accordance with state-specific,
federal, and regulatory compliance requirements, organizations can implement several
measures such as:

+ |dentifying the appropriate state, federal and regulatory authorities and agencies to
report the incident to in accordance with laws and regulations.

+ Gathering the necessary information and documentation required to meet reporting
requirements.

+ Preparing and submitting the incident report in a timely manner to the relevant
authorities.

+ Keeping records of the incident report and any follow-up communications with the
authorities.

© Copyright 2022 - Enterprotect Inc. 19
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«  Communicating with the authorities to provide additional information or answer any
questions they may have.

+ Following up with the authorities to ensure that the incident report has been received
and acknowledged.

+ Staying updated on any changes to state-specific, federal, and regulatory reporting
requirements and adjust the incident reporting accordingly.

In summary, reporting the incident to the appropriate authorities in accordance with state,
federal, and industry reporting requirements is an important step that organizations should
take to ensure compliance with relevant laws and regulations, facilitate investigations and
prosecution of attackers, avoid penalties and fines, improve incident response and
recovery efforts, and improve incident response plan and employee training.

Prepare and issue a press release, if necessary, with guidance
from legal and communications teames.

Preparing and issuing a press release in the event of a ransomware attack can be an
important step for organizations to take in order to communicate the incident to
stakeholders and the public. To prepare and issue a press release, organizations can take
the following steps:

« Consult with legal and communications teams: Before issuing any public statement,
organizations should consult with legal and communications teams to ensure that the
statement is compliant with relevant laws and regulations, and that it is worded in a way
that is accurate, appropriate, and protects the organization's reputation.

« Gather information: Before issuing a press release, organizations should gather as much
information as possible about the incident, including the nature and scope of the attack,
the systems and data that were affected, the steps taken to respond to the incident, and
any actions taken to prevent future incidents.

« Draft the press release: Using the information gathered, organizations can draft a press
release that provides accurate and relevant information about the incident.

+ Review and approve the press release: Organizations should review the press release
with legal and communications teams to ensure that it is accurate and appropriate,
and that it complies with all relevant laws and regulations.

+ Issue the press release: After the press release has been reviewed and approved,
organizations should issue it to the appropriate media outlets, stakeholders, and the
public.

It's important to note that not all organizations need to issue a press release, in case of a
cyber attack and it's also important to consider the severity and the scale of the attack, the
potential impact on the organization and its stakeholders, and the potential impact on the
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public before deciding whether to issue a press release. Additionally, it's important to
consult with legal and communications teams to ensure that the press release is
compliant with relevant laws and regulations, and that it is worded in a way that is
accurate, appropriate, and protects the organization's reputation.

Comply with Notification Laws for Affected Individuals and
Regulatory Bodies

Notifying affected individuals and regulatory bodies as required by state-specific, federal,
and industry breach notification laws and regulatory compliance is an important step that
organizations should take following a ransomware attack. To do this, organizations can take
the following steps:

+ Identify individuals and regulatory bodies that need to be notified: Organizations should
consult with legal and compliance teams to identify the individuals and regulatory
podies that need to be notified in accordance with state-specific, federal, and industry
breach notification laws and regulatory compliance.

« Gather necessary information: Organizations should gather the necessary information
such as the number of individuals affected, the type of data that was compromised,
and any steps taken to mitigate the incident.

« Draft notification letters: Organizations can draft notification letters to be sent to affected
individuals and regulatory bodies, which should include information about the incident,
the type of data that was compromised, and any steps taken to mitigate the incident.

+ Review and approve notification letters: Organizations should review and approve the
notification letters with legal and compliance teams to ensure that they are compliant
with relevant state-specific, federal, and industry laws and regulations and that they are
worded in a way that is accurate, appropriate, and protects the organization's
reputation.

+ Send notification letters: After the notification letters have been reviewed and approved,
organizations should send them to the appropriate individuals and regulatory bodies in
a timely manner.

It's important to note that state-specific, federal, and industry breach notification laws and
regulations can vary and organizations should consult with legal and compliance teams to
determine the specific requirements for their jurisdiction and industry. Additionailly,
organizations should also consider the severity of the attack, the type of data that was
compromised, and the number of individuals affected when determining the appropriate
notification requirements. By notifying affected individuals and regulatory bodies as
required by state-specific, federal, and industry breach notification laws and regulatory
compliance, organizations can ensure that they are compliant with relevant laws and
regulations and that they have taken the appropriate steps to protect the personal
information of affected individuals.
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Conclusion

This Ransomware Incident Response Playbook
provides a comprehensive guide for
organizations to identify, contain, eradicate and
recover from a ransomware attack. The guide
includes steps for establishing monitoring
systems to detect suspicious activity, training
employees on how to recognize and report a
ransomware attack, regularly reviewing logs and
security alerts, notifying the incident response
team and relevant stakeholders, isolating
infected systems, removing the ransomware and
associated malware, scanning the entire system,
using backups to restore encrypted data, and
updating incident response plans and employee
training materials. It also includes steps for
communicating the incident to stakeholders,
documenting the incident, identifying state,
federal and industry regulatory compliance
disclosure and breach notification requirements,
nmonitoring systems for further suspicious activity,
reviewing the incident and identifying areas for
improvement, providing employees with refresher
training, reporting the incident to the appropriate
authorities, and preparing and issuing a press
release if necessary, with guidance from legal
and communications teams. It's important to
note that organizations should comply with all
state, federal and industry regulatory compliance
disclosure and breach notification requirements
to ensure they are meeting their legal and
regulatory obligations, to protect their reputation
and avoid penalties and fines.
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Your Cybersecurity Partner

When it comes to cybersecurity, smaller IT teams have the
toughest job out there. That's because you have to take
care of everything IT-related - in addition to managing
cybersecurity.

All too often, there is no one on your team dedicated to
security — and even if there is, the bad guys don't clock
out, and you/your security person can't work 24/7.

The choice seems to be - to go it alone - or try and get the
budget to bulk up your security stack with more (often
ineffective) cybersecurity tools.
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seasoned cybersecurity experts to make the job of
managing cybersecurity much easier for smaller IT teams;
without breaking the bank.
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Let us know what you think
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